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Disclaimer

This report is subject to the terms and conditions (including without limitation, description of
services, confidentiality, disclaimer and limitation of liability) set forth in the Verification
Services Agreement between CertiKk and VSYS (the “Company”), or the scope of
services/verification, and terms and conditions provided to the Company in connection with the
verification (collectively, the “Agreement”). This report provided in connection with the Services
set forth in the Agreement shall be used by the Company only to the extent permitted under the
terms and conditions set forth in the Agreement. This report may not be transmitted, disclosed,

referred to or relied upon by any person for any purposes without CertiK's prior written consent.

About CertiK

CertiK is a technology-led blockchain security company founded by Computer Science
professors from Yale University and Columbia University built to prove the security and

correctness of smart contracts and blockchain protocols.

CertiK, in partnership with grants from IBM and the Ethereum Foundation, has developed a
proprietary Formal Verification technology to apply rigorous and complete mathematical
reasoning against code. This process ensures algorithms, protocols, and business

functionalities are secured and working as intended across all platforms.

CertiK differs from traditional testing approaches by employing Formal Verification to
mathematically prove blockchain ecosystem and smart contracts are hacker-resistant and
bug-free. CertiK uses this industry-leading technology together with standardized test suites,
static analysis, and expert manual review to create a full-stack solution for our partners across

the blockchain world to secure 6.2B in assets. For more information: https://certik.org.



https://certik.org/

Executive Summary

V SYSTEMS, a distributed database project using cutting edge blockchain technology

that allows all economic systems to build their app on top of the platform.

CertiK is invited by VSYSTEMS team for reviewing the Fermat Smart Contracts . The

Fermat smart contract includes three major contracts:

e Lock contract
e Non-fungible contract

e Payment channel contract
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https://github.com/virtualeconomy/v-systems
https://github.com/virtualeconomy/v-systems

Source Of Truth

Medium

Scope Of Audit

CertiK was chosen by V Systems to audit the design and implementation of its smart contract
technology based on VSYS chain. To ensure comprehensive protection,the source code has
been analyzed by the proprietary CertiK formal verification engine and manually reviewed by our
smart contract experts and engineers. That end-to-end process ensures proof of stability as well
as a hands-on, engineering-focused process to close potential loopholes and recommend

design changes in accordance with the best practices in the space.

Source Code SHA-256 Checksum

Contract

e ContractLock.scala
1f053ce5b5af26d55eafa82f9809ac3c0fe3d9043832793b89ea2f69b0829d48
e ContractNonFungible.scala
9fc0bd1d970c2596757dcfa72a12e03c96202fe54a6c9955d02b1726d2bd9f43
e ContractPaymentChannel.scala
abb5e7345d6e5197f904b9e3dd0e376dc4f892abf7eb9116c609e2828dbd0f25
e ContractPermitted.scala

e9ff852b4ad82e0a25ae0f5c0bda94f55b31f6eb79360a208d799a02ac14bd27


https://medium.com/vsystems/vsys-2-0-is-coming-introducing-fermat-smart-contracts-1744de80362e

Review Comments

e ContractLock.scala

o [Question] Lock function and deposit function are separated into two functions,
which means after a deposit is placed, users can always update the lock time.

1. Shall the users be required to input the lockedTime when they place the
deposit?

2. Shall there be some checker on updating the lockedTime

m i.e when lockedTime == now, can users still update the
lockedTime value?

e ContractPaymentChannel.scala

o createAndLoadFunctionOps: loadTransactionld is combined with channelld,
seems the variable naming is not correctly updated.

o CreateAndLoadFunctionOps: Recommend to check the expirationTime is greater
than current time.

o extendExpirationTimeFunctionOpcs: Recommend to check the expirationTime is
greater than current time.

o For load, unload and collect functions, field status is not checked, only expiration
time is checked. Does the field status more like the expiration status?

Best Practice

Design of smart contract development requires a particular engineering mindset. A failure in the
initial construction can be catastrophic, and changing the project after the fact can be

exceedingly difficult.



To ensure success and to avoid the challenges above, design of smart contracts should here to
best practices at their conception. Below, we summarized a checklist of key points &
vulnerability vectors that help to indicate a high overall quality of the current V Systems project.

(v indicates satisfaction,x indicates dissatisfaction,- indicates inapplicability).

General

Logging
e [v] Specify error cases by defining various classes and objects extends ValidationError

e [v] Use status code to monitor transaction status

Arithmetic Vulnerability

Two's Complement / Integer underflow / overflow

e [/]Use Math library with addExact() before all arithmetic operations to catch integer

overflow and underflow errors

Floating Points and Precision

e [v/]Correct handling the right precision when dealing ratios and rates

Access & Privilege Control Vulnerability

Circuit Breaker

e [-] Provide pause functionality for control and emergency handling

Restriction

e [v]Provide proper access control for functions

e [/] Establish rate limiter for certain operations

e [/] Restrict access to sensitive functions



e [-] Restrict permission to contract destruction
e [-] Establish speed bumps slow down some sensitive actions, any malicious actions

occur, there is time to recover.

DoS Vulnerability

A type of attack that makes the contract inoperable within a certain period of time or

permanently.

Unexpected Revert

e [/]States would be changed if and only if the diffcodes passed all of the validation

checks, so that functions would not be reverted in unexpected situations.

Human Factor Manipulation Vulnerability

Avoid state changes before validation checks

e [/]States would be changed if and only if the diffcodes passed all of the validation

checks.


https://github.com/ethereum/wiki/wiki/Safety#speed-bumps-delay-contract-actions

Visibility Vulnerability

The visibility determines whether a function can be called externally by users, by other derived

contracts, only internally or only externally.

e [v] Specify the visibility of all functions in a contract, even if they are intentionally public

Incorrect Interface Vulnerability

A contract interface defines functions with a different type signature than the implementation,
causing two different methods to be created. As a result, when the interface is called, the

fallback method will be executed.

e [v/] Ensure the defined function signatures are match with the contract interface and

implementation

Documentation

The presence of documentation helps keep track of all aspects of an application and it
improves on the quality of a software product. Its main focuses are development, maintenance

and knowledge transfer to other developers.

e [/]Provide project README and execution guidance

e [v/]Provide inline comment for complex functions intention

e [V] Provide instruction to initialize and execute the test files
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Testing

Rigorous testing of components and systems, and their associated documentation, can help
reduce the risk of failures occurring during operation. When defects are detected, and

subsequently fixed, this contributes to the quality of the components or systems.

e [v/]Provide test scripts and coverage for potential scenarios
Overall we found the design of smart contracts based on opcodes to follow good
practices. With the final update of source code and delivery of the audit report, we
conclude that the design of smart contracts is structurally sound and not vulnerable to
any classically known anti-patterns or security issues. The audit report itself is not
necessarily a guarantee of correctness or trustworthiness, and we always recommend
seeking multiple opinions, keep improving the codebase, and more test coverage and

sandbox deployments.
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