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02. Summary
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03. Overview

Contracts Subject to Audit

» ERC20

» ERC20Burnable

» ERC20Lockable

» ERC20Mintable

»  FrommCar

» Library
SafeMath
Freezable
Ownable

Pausable

Key Features
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Roles
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Owner 1 X X 0 0
M2 M g = UeE 7IsS Cisa d&Lch
Role Functions

ERC20Lockablettreleaselock()

ERC20Mintable#mint{()
ERC20Mintable#finishMint()

Freezabletfreeze()
Freezable#tunFreeze()

Owner
Ownablet#transferOwnership()

Ownable#trenounceOwnership()
Pausable#toause()
Pausable#tunPause()
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05. Disclaimer
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Appendix A. Test Results
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Contract: Pausable
#constructor()
v should success construct contract (1304ms)
after initialization
#pause()
v should fail when already paused (77ms)
v should fail if msg.sender is not pauser (41ms)
v should emit Paused event for valid case (55ms)
#HunPause()
v should fail when already unpaused
v should fail if msg.sender is not pauser (67ms)
v should emit Unpaused event for valid case (68ms)

Contract: Pausable
#freeze()
v should fail if msg.sender is not owner (56ms)
valid case
v target address freezed
v should emit Freeze event
#unFreeze()
v should fail if msg.sender is not owner
valid case
v target address unfreezed
v should emit Unfreeze event

Contract: FrommCar
#constructor()
v contract caller set to owner
v contract initializer's balance set to initial supply
v name, symbol, decimals set properly (43ms)
ERC20 Spec
#transfer()
v should fail if recipient is ZERO_ADDRESS
v should fail if sender's amount is lower than balance
modifiers




v should not work when frozen
v should not work when paused
v should not be able to send more than user's unlocked balance (133ms)
when succeeded
v sender's balance should decrease
v recipient's balance should increase
v should emit Transfer event
#transferFrom()
v should fail if sender is ZERO_ADDRESS
v should fail if recipient is ZERO_ADDRESS (51ms)
v should fail if sender's amount is lower than transfer amount (112ms)
v should fail if allowance is lower than transfer amount (49ms)
v should fail even if try to transfer sender's token without approve process
modifiers
v should not work when frozen
v should not work when paused
v should not be able to send more than user's unlocked balance (103ms)
when succeeded
v sender's balance should decrease
v recipient's balance should increase
v should emit Transfer event
v allowance should decrease
v should emit Approval event
#approvel()
v should fail if spender is ZERO_ADDRESS
valid case
v allowance should set appropriately
v should emit Approval event
ERC20Lockable Spec
#transferWithLockUp()
v should fail if locked is ZERO _ADDRESS
v should fail if sender's amount is lower than burnAmount (44ms)
v should fail if try to lock with set due to past time
valid case
v sender's balance should decrease
v locked's balance should increase
v locked's total locked amount should increase
v locked's lock info update properly
v should emit Transfer event
v should emit Lock event
#unlock()
valid case

11




v locked user's amount should increase amount of locked
v should delete lock information (76ms)
v should emit Unlock event
#releaselock()
v should fail if msg.sender is not owner
valid case
v locked user's amount should not change
v should delete lock information
v should emit Unlock event
ERC20Mintable Spec
#mint()
v should fail if msg.sender is not owner
v should fail when paused (40ms)
v should not be able to mint over cap (51ms)
v should fail if overflows
v should fail if try to mint to ZERO_ADDRESS
v should fail if mintis finished (55ms)
valid case
v receiver's amount should increase
v totalSupply should increase
v should emit Transfer event
v should emit Mint event
#finishMint()
v should fail if msg.sender is not owner
v should fail if already finished (40ms)
v should set _mintingFinished to true (39ms)
ERC20Burnable Spec
#burn()
v should fail if overflows
modifiers
v should not work when paused
valid case
v totalSupply should decrease
v account's balance should decrease
v should emit Transfer event
v should emit Burn event
#burnFromi)
v should fail if account is ZERO_ADDRESS
v should fail if account's amount is lower than burn amount (51ms)
v should fail if allowance is lower than burn amount (46ms)
v should fail even if try to burn account's this.token without approve process (41ms)
v should fail when paused (63ms)




modifiers

v should not work when paused
valid case

v totalSupply should decrease

v account's balance should decrease

v should emit Transfer event

v allowance should decrease

v should emit Approval event

v should emit Burn event

Contract: Ownable
#constructor()
v should set owner to contract initializer
#owner()
v should return appropriate owner
#renounceOwnership()
v should fail if msg.sender is not owner
valid case
v should emit OwnershipTransferred event
#transferOwnership()
v should fail if msg.sender is not owner
v should fail if newOwner is ZERO _ADDRESS
valid case
v should emit OwnershipTransferred event
v should set owner to newOwner

Contract: SafeMath
fadd()
v adds correctly
v reverts on addition overflow
#sub()
v subtracts correctly
v reverts if subtraction result would be negative
#mul()
v multiplies correctly
v multiplies by zero correctly
v reverts on multiplication overflow
#div()
v divides correctly
v divides zero correctly
v returns complete number result on non-even division

v reverts on divison by zero
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#mod()
v reverts with a O divisor
modulos correctly
v when the dividend is smaller than the divisor
v when the dividend is equal to the divisor
v when the dividend is larger than the divisor

v when the dividend is a multiple of the divisor

File % Stmts % Branch % Funcs % Lines Uncovered Lines

contracts

FrommCar.sol 100 100 100 100
contracts/erc20

ERC20.sol 100 100 100 100

ERC20Burnable.sol 100 100 100 100

ERC20Lockable.sol 100 100 100 100

ERC20Mintable.sol 100 100 100 100
contracts/library/

Freezable.sol 100 100 100 100

Ownable.sol 100 100 100 100

Pausable.sol 100 100 100 100

SafeMath.sol 100 100 100 100
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Appendix B. Known Issues

Description SWC Test Result
Function Default Visibility 100 Pass
Integer Overflow and Underflow 101 Pass
Outdated Compiler VVersion 102 Pass
Unprotected Ether Withdrawal 105 Pass
Unprotected SELFDESTRUCT Instruction 106 Pass
Reentrancy 107 Pass
State Variable Default Visibility 108 Pass
Uninitialized Storage Pointer 109 Pass
Use of Deprecated Solidity Functions 111 Pass
Delegatecall to Untrusted Callee 112 Pass
Authorization through tx.origin 115 Pass
Timestamp Dependence 116 Pass
Signature Malleability 117 Pass
Shadowing State Variables 119 Pass
Randomness from Chain Attributes 120 Pass
Missing Protection against Signature Replay Attacks 121 Pass
Lack of Proper Signature Verification 122 Pass
Write to Arbitrary Storage Location 124 Pass
Incorrect Inheritance Order 125 Pass
Right to Left Override control character 130 Pass
Presence of unused variables 131 Pass

15



