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Function Summary

BASIC ZIEE{E= Open-Zeppelint|M H|3st= ZEME I EE 2HME[Qlon], Ct21}
2 7AEEE E5| BASIC2| 7|58 F85I3SLICt.

Ownable

A4

PauserRole

A4

ERC20 Pauable

| l

ERC20Burnable ERC20Pausable ERC20Detailed

¥

BASIC

« ERC20
ERC-20 EZ 7|5. 7|2=0l E3 M4 S H|E35H ERC-20 Token?| 7|27|58 7815t
ZIEZE QIL|C}, ERC209QIE{H|0|AS HIEIC 2, ESFA0| st ME7|SS MBeh|
C}.

e Ownable
ZAIEHE S| Ownershipzt ZE 7|5
-
o

0{ ZIEEHES| Owner¥

e Pausable
ZIEBE | HX|2} 2 El 7|52 MISEILIC whenNotPaused, whenPaused
modiferS AFE510] ZEME Hoj|M EZ TS A HX| SEIE MY = AR IISS
HISELICt.

« BASIC
BASIC Coin 12| EZ MEfAIE 2e|st=r 25t 7|sE2 MISEiLICt 7|2xe2
ERC-20 EZ 7|S0lM 37| Bi0o{LIX| 211, 7HE A0 ChSt Azt S
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Variables Description

_name EZ° 0|8

_symbol EZoME

_decimal Z|cH 28 7Hsst 24 X245
_balance Address?2| ZHell E{|0|2
_allowed Address?| £2 #Hst S| H|0|E
_totalSupply EZ ZUdE

owner ZiEEHE Owner

newOwner ZIEHEQ| |22 Owner &
_pausers Pause / Lock 7|52 3& = = 22|xt Address 2[AE
_paused Pause AEf

implementation

timelockList Address H 2I&H H|O|Z
frozenAccount Address?| 52 0{&
Modifier Description

onlyOwner

onlyNewOwner
onlyPauser
whenNotPaused
whenPaused

notFrozen

Pause / Lock Z2|XI7t M8 715
Pause AE{7} opd migt 7|5
Pause AEf mi2t 7|52 5

SAL[X| k2 Addresstt &l Jts
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Function Description

name EZ39| 0|5 &0l

symbol EZo| A= sl

decimals EZo| |t 53 7tsst AH X2l &l
transfer AddressOll E2 H&

transferFrom Address25E| 2 HstE o2 EZS MS
freezeAccont Address2| EE ME2 52
unfreezeAccount Address?| 2 HE{E sl

lock Address?| 2 EZS =Y
transferWithLock AddressOl| E2 X& & 2t

unlock Address2| 2=l E3 = idxHME 12
upgradeTo ZAEME 7|5 Upgrade

_lock Address?| 2H EZ 2 =t¢d

_unlock Address?| 2=l E2 F idxHME 21
_autoUnlock =

_setimplementation
isOwner
transferOwnership
acceptOwnership
isPauser
addPauser
removePauser
renouncePauser
_addPauser
_removePauser
pause

unpause
totalSupply
balanceOf
allowance

approve
increaseAllowance
decreaseAllowance
_transfer

_mint

_burn

_burnFrom

burn

burnFrom

Address2| 2/E E2 F 2=7(ZH0| X|
=
™

Y¥azol=

st 74
Address’t ZIEEHE S| Owner!X| &9l

AddressZ ZAEE Ownerd st 0
ZIEZE 9| New OwnerE &¢I
Address?t Pauser?IX| &9l
Address0f| Pauser®st 501
Address®| Pauser®st H|7{
XtAo| Pauser® st 27|
Address0| Pauserdst H04

Address?| Pauser# st H|AH

HEHES £3 M Y| Yei2 WY

(MYSY

r

EzEo| £3 HX| HEHE i

EZo E REY EL

Address2| EZ THH 20l
Address0| 20{=l 2 M5t E2 xhoH
Address0f| ¥ E29| £2 AHst H0f
Address0f| £0{El &2 #st EZ 5
AddressO| 20{El &3 st EZ 24N

)

Address2 EZ ¥4

7y

| =

Jok
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Function Profile
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Sl g ZEEE niefst, fE 22| =2|X 20| U= A mtet et = AL
Function Name (BASIC) balanceOf
Parameter address
Visibility public Modifier -
Constant view Return -
Callstack
balanceOf
| super.balanceOf
Function Name (BASIC) transfer
Parameter address, uint256
Visibility public Modifier notFrozen
Constant - Return bool
Callstack
transfer
| _autoUnlock
| super.transfer
Function Name (BASIC) transferFrom
Parameter address, address, uint256
Visibility public Modifier notFrozen
Constant - Return bool
Callstack
transferFrom
L_autoUnlock
L super.transferFrom
Function Name (BASIC) freezeAccount
Parameter address
Visibility public Modifier onlyPauser
Constant - Return bool
Callstack
freezeAccount
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Function Name

(BASIC) unfreezeAccount

Parameter address
Visibility public Modifier onlyPauser
Constant - Return bool
Callstack
unfreezeAccount
Function Name (BASIC) lock
Parameter address, uint256, uint256
Visibility public Modifier onlyPauser
Constant - Return bool
Callstack
lock
| lock
Function Name (BASIC) transferWithLock
Parameter address, uint256, uint256
Visibility public Modifier onlyPauser
Constant - Return bool
Callstack
transferWithLock
| _transfer
L_lock
Function Name (BASIC) unlock
Parameter address, uint256
Visibility public Modifier onlyPauser
Constant - Return bool
Callstack
unlock
L _unlock
Function Name (BASIC) upgradeTo
Parameter address
Visibility public Modifier onlyOwner
Constant - Return -
Callstack
upgradeTo
| _setimplementation
Function Name (BASIC) _lock
Parameter address, uint256, uint256
Visibility internal Modifier -
Constant - Return bool
Callstack
_lock
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Function Name

(BASIC) _unlock

Parameter address, uint256
Visibility internal Modifier -
Constant - Return bool
Callstack
_unlock
Function Name (BASIC) _autoUnlock
Parameter address
Visibility internal Modifier -
Constant - Return bool
Callstack
_autoUnlock
| _unlock
Function Name (BASIC) _setimplementation
Parameter address
Visibility internal Modifier -
Constant - Return -
Callstack
_setimplementation
Function Name (Ownable) isOwner
Parameter address
Visibility public Modifier -
Constant view Return bool
Callstack
isOwner
Function Name (Ownable) transferOwnership
Parameter address
Visibility public Modifier onlyOwner
Constant - Return -
Callstack
transferOwnership
Function Name (Ownable) acceptOwnership
Parameter -
Visibility public Modifier onlyNewOwner
Constant - Return bool
Callstack

acceptOwnership
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Function Name

(PauserRole) isPauser

address
public Modifier

view Return

bool

Callstack

Function Name

(PauserRole) addPauser

address
public Modifier

- Return

onlyPauser

Callstack

Function Name

(PauserRole) removePauser

address
public Modifier

- Return

onlyOwner

removePauser
| _removePauser

Callstack

Function Name

(PauserRole) _addPauser

address
internal Modifier

- Return

Callstack

Function Name

(PauserRole) _removePauser

address
internal Modifier

- Return

_removePauser

Callstack

Function Name

(PauserRole) pause

public Modifier

whenNotPaused

- Return

onlyPauser

Callstack
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Function Name

(PauserRole) unpause

Parameter -
Visibility public Modifier Wh‘;:'l’\;z:‘)‘::e g
Constant - Return -
Callstack
Unpause
Function Name (ERC20) totalSupply
Parameter -
Visibility public Modifier -
Constant view Return uint256
Callstack
totalSupply
Function Name (ERC20) balanceOf
Parameter address
Visibility public Modifier -
Constant view Return uint256
Callstack
balanceOf
Function Name (ERC20) allowance
Parameter address
Visibility public Modifier -
Constant view Return uint256
Callstack
Allowance
Function Name (ERC20) transfer
Parameter address, uint256
Visibility public Modifier -
Constant - Return uint256
Callstack
transfer
L _transfer
Function Name (ERC20) approve
Parameter address, uint256
Visibility public Modifier -
Constant - Return bool
Callstack
Approve
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Function Name

(ERC20) approve

Parameter address, uint256
Visibility public Modifier -
Constant - Return bool
Callstack
approve
Function Name (ERC20) transferFrom
Parameter address, address, uint256
Visibility public Modifier -
Constant - Return bool
Callstack
transferFrom
L _transfer
Function Name (ERC20) increaseAllowance
Parameter address, uint256
Visibility public Modifier -
Constant - Return bool
Callstack

decreaseAllowance

Function Name

(ERC20) _transfer

Parameter address, address, uint256
Visibility internal Modifier -
Constant - Return -

Callstack

_transfer

Function Name

(ERC20) _mint

Parameter address, uint256
Visibility internal Modifier -
Constant - Return -
Callstack
_mint

Function Name

(ERC20) _burn

Parameter address, uint256
Visibility internal Modifier -
Constant - Return -
Callstack
_burn
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Function Name

(ERC20) _burnFrom

Parameter address, uint256
Visibility internal Modifier
Constant - Return

Callstack

_burnFrom

Function Name

(ERC20Burnable) _burn

Parameter address, uint256
Visibility public Modifier
Constant - Return

Callstack
burn
L _burn

Function Name

(ERC20Burnable) _burnFrom

Parameter address, uint256
Visibility public Modifier
Constant - Return

Callstack
burnFrom
L_burnFrom
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Test Result
Code Coverage
T FH2|X1E TAF EIAETL A0jRHE HEYE FE0| JISES EHIAE YaX| & 49
= ZEol X|ElL|C.

BASIC Contract2| Z2 SafeMath ZIEZHE I C0f|M, add, sub 7|53t AFE5}17| 2
oll, mul, div, mod &~0]| C{St HIAEE TIsteh 4~ Qi&LICY, of2fe] X|Z= SafeMath2]
0|ALE &8 H[elstn HIAESH ZAaflL|Ct

File Name Statements Functions Lines
o o o
BASIC.sol (1;2%2) (:53/%/70) (1(152?123)
Test cases
Test case Result
ZHEME x7| MY Z40| Yx|5H=7}? PASS
Z7| 4F o2 SYEIN? PASS
Z7| 4 HED SYEIN? PASS
Z7| A4 = AH X2 2t SYEHII? PASS
Z7| 4 & wEn SYsot PASS
ZEMEQ| QU&= HAEMEE HY =St X}Q171? PASS
EZHE Al = 27102 W ol 2AM 2|7 =12 UA=712 PASS
Hifl= E29| 20| 2 A ol2IX2|7t =1 =71 PASS
HillE EZ29| 0| H{st ESHC} U2 AR MS0| HRE[E=71? PASS
EZ & Al, Overflow, Underflow0] CHst 0| 2|X{ 2|7t O|R{X|=7}2 PASS
approve / increaseAllowance/ decreaseAllowance 7|50| S&5t=71? PASS
HQst EZ o|Ate] &2 A5 B0t 7ts556t712 PASS
transferFrom 7|50| S&}st=7f? PASS
£3 US| HojE EE F YR E MEoIH LINX|= JCHE EXHet=t? PASS
£33 AUH0| FofE o|xe| EZE MEsIH ol|AX2|7t =1 Uedt? PASS
£3 #sto| Ho{EX|2 EZS MESHH oM7L =12 J=T1? PASS
Hest £ o[4S 2ZI6tH of|2[X2| 7}t 2|1 U=T1? PASS
EZE AZiolH & WSllZE ZiHsH=7}? PASS
EZ HIS SIBU2 EZS AZE S AT PASS
71230l ZIEME HX| 7|52 S&6h=71? PASS
HEHET FX| Hef | EZ HES AMsHH o 2[X2[7F =1 Q=712 PASS
UL X7 ZEME | HX|HENE M A5t ol 2| 7t =1 =712 PASS
ZHEMET Y| HEHE sliml 7HsEH7t? PASS
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TEST RESULT
Test case Result
AEMET HX| MEfY mj 3 HeH0| S BE EZ2 TS Al 0AX2[7t =1 Ae=7t? PASS
Utk X7t EF RX| Azt SZES AsHH olIX2|7L =0 QLT PASS
Azt SAE X7t EE MES AlEsHH oleM2|7t =l /et PASS
HzE7 SZE fX7 E2 Heto| 318 EES HE Al ollX2|7t Bl UETH? PASS
Qe |9 SZE AXE ST 5 A=7t? PASS
Ownership #HZ47|s50| S&5H=71? PASS
Ut X7t Ownership HZ S Al of|2IX2[7t =1 lEe7t? PASS
Pauser@ st 7[X|1 l= RX = EF SX0IA| PauserdstE 20ig ~ AU=71? PASS
Pauserdts 7HX| 11 = | = XHAe| AstE ZI|& 4 U712 PASS
Qi XTI HRst EZS 2AYUAL &= U712 PASS
QU= || 2El ESZ SliAEIE 4 AUET}? PASS
QU= |AA ESE 2dsto] MEE + A=I1? PASS
Udt X7t EF X2 EZ0| 2AS Aot o AX 2|7t £l 1 QETI? PASS
Ut X 7tEL RXO|A E22 2Ysto] ME Aot o|IX2|7t &[0 LE=TI? PASS
EZ HE A Btz J(Zh0| X|h 2t EZ S ALEE £ U=71? PASS
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Vulnerability Analysis

Critical Severity
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Conclusion

BASIC Z1EZE = Open-Zepelin2| ERC-20 ZIEHEE 7|dto 2 XM E|QIELICE, 7}
X O= Burnable, Pausable 7|52 H|33510{, E2AZt ¥ EEZTEC| X7 |52 M3t
Ct. 2k=Q14tof| 210 SafeMathE 0|85}7| W 20] overflow/underflowd]| 2[5t LT E

L|
HEZ48t 4 QIQIELICE BASICS HA| o= 71 A|xto] cHe SZS Saf e L ﬂl’é% =
EIXE EZC| RS SHE + JUSLICL YHIIZESote| 2V | S 2 SsliMEe EEC 27|
RSYS SH &+ 2on, o|E S8l HES WX| & £ AUSLICL
BASIC2 Upgradable ZIEHE Z, Fallback&!+2l Delegate Call2 E3l| &&E 7|5
= M3 = ASLICL 0|E Sall MH|A &l 25 7|58 F7tH e += USLICH

Declare
S5} 2|EE L Hexlante| ADLE ZHEE 0t 2HA ZT1S IEIOR TPMEIALICE SiE 2| ZEL H|XL|A 0| Mt} U

A, FXtoll chgt 2|AS HESH| tSLIC 2|ZE0] 71=et 2XIF o[2lo mlelUly|& Ei= 7T M S HIRSI0] HAL|X| 42 ZH|

Hol AUS = UASLICL 3 2| ZE = =2 SHO 2 AZELC

COPYRIGHT 2019. Hexlant. ALL RIGHTS RESERVED.



pragma solidity "0.5.0;

library SafeMath {
/**
* @dev Multiplies two unsigned integers, reverts on overflow.
*/
function mul(uint256 a, uint256 b) internal pure returns (uint256)

// Gas optimization: this is cheaper than requiring 'a
// benefit is lost if 'b'
// See: https:
if (a == 0) {

return 0;

is also tested.

uint256 c
require(c / a

a * b;

== Db);

return c;

/**

* @dev Integer division of two unsigned integers truncating the quotient, reverts on division by zero.

*/
function div(uint256 a, uint256 b) internal pure returns (uint256)
// Solidity only automatically asserts when dividing by 0

0);
a / b;
== Db * ¢c + a % b);

require(b >
uint256 c
// assert(a

// There is no case in which th

return c;

/**
* @dev Subtracts two unsigned integers, reverts on overflow (i.e.
minuend).
*/
function sub(uint256 a, uint256 b) internal pure returns (uint256)
require(b <= a);
uint256 c

a - b;

return c;

/**

* @dev Adds two unsigned integers, reverts on overflow.

*/

function add(uint256 a, uint256 b) internal pure returns (uint256)
uint256 ¢ = a + b;
require(c >= a);
return c;

}

/**

{

not being zero, but the

//github.com/OpenZeppelin/openzeppelin-solidity/pull/522

{

is doesn't hold

if subtrahend is greater than

{

{

* @dev Divides two unsigned integers and returns the remainder (unsigned integer modulo),

* reverts when dividing by zero.

*/

function mod(uint256 a, uint256 b) internal pure returns (uint256)
require(b != 0);
return a % b;

{




library Roles {
struct Role {
mapping (address => bool) bearer;

/**

* @dev give an account access to this role

*/

function add(Role storage role, address account) internal {
require(account != address(0));
require(!has(role, account));

role.bearer[account] = true;

/**

* @dev remove an account's access to this role

*/

function remove(Role storage role, address account) internal {
require(account != address(0));
require(has(role, account));

role.bearer[account] = false;

/**

* @dev check if an account has this role

* @return bool

*/

function has(Role storage role, address account) internal view returns (bool) {
require(account != address(0));

return role.bearer[account];

}

contract Ownable {
address public owner;
address public newOwner;

event OwnershipTransferred(address indexed previousOwner, address indexed newOwner);

constructor() public {
owner = msg.sender;

newOwner = address(0);

modifier onlyOwner() {
require(msg.sender == owner);

’

}

modifier onlyNewOwner() {
require(msg.sender != address(0));
require(msg.sender == newOwner);

’

function isOwner (address account) public view returns (bool) {
if( account == owner ){

return true;

}
else {

return false;
}




function transferOwnership(address _newOwner) public onlyOwner {
require(_newOwner != address(0));

newOwner = _newOwner;

function acceptOwnership() public onlyNewOwner returns(bool) {
emit OwnershipTransferred(owner, newOwner);
owner = newOwner;

newOwner = address(0);

contract PauserRole is Ownable({
using Roles for Roles.Role;

event PauserAdded(address indexed account);
event PauserRemoved(address indexed account);

Roles.Role private _pausers;

constructor () internal {
_addPauser (msg.sender) ;

modifier onlyPauser() {
require(isPauser (msg.sender) || isOwner(msg.sender));

’

}
function isPauser (address account) public view returns (bool) {
return _pausers.has(account);

function addPauser(address account) public onlyPauser {
_addPauser (account);

function removePauser (address account) public onlyOwner {

_removePauser (account) ;

function renouncePauser() public {

_removePauser (msg.sender) ;

function _addPauser(address account) internal {
_pausers.add(account);
emit PauserAdded(account);

function _removePauser (address account) internal {
_pausers.remove(account);

emit PauserRemoved(account);

}

contract Pausable is PauserRole {
event Paused(address account);
event Unpaused(address account);

bool private _paused;

constructor () internal {
_paused = false;




/**
* @return true if the contract is paused, false otherwise.
*/
function paused() public view returns (bool) {
return _paused;

/**
* @dev Modifier to make a function callable only when the contract is not paused.
*/
modifier whenNotPaused() {
require(! paused);

’

/**
* @dev Modifier to make a function callable only when the contract is paused.
*/
modifier whenPaused() {
require(_paused);

’

/**
* @dev called by the owner to pause, triggers stopped state
*/
function pause() public onlyPauser whenNotPaused {
_paused = true;
emit Paused(msg.sender);

/**
* @dev called by the owner to unpause, returns to normal state
*/
function unpause() public onlyPauser whenPaused {
_paused = false;
emit Unpaused(msg.sender);

interface IERC20 {
function transfer(address to, uint256 value) external returns (bool);

function approve(address spender, uint256 value) external returns (bool);

function transferFrom(address from, address to, uint256 value) external returns (bool);

function totalSupply() external view returns (uint256);

function balanceOf (address who) external view returns (uint256);

function allowance(address owner, address spender) external view returns (uint256);

event Transfer(address indexed from, address indexed to, uint256 value);

event Approval(address indexed owner, address indexed spender, uint256 value);

contract ERC20 is IERC20 {

using SafeMath for uint256;

mapping (address => uint256) internal _balances;




mapping (address => mapping (address => uint256)) internal _allowed;

uint256 private _totalSupply;

/**

* @dev Total number of tokens in existence

*/

function totalSupply() public view returns (uint256) {
return _totalSupply;

/**

* @dev Gets the balance of the specified address.

* @param owner The address to query the balance of.

* @return An uint256 representing the amount owned by the passed address.
*/

function balanceOf (address owner) public view returns (uint256) {

return _balances[owner];

/**

* @dev Function to check the amount of tokens that an owner allowed to a spender.

* @param owner address The address which owns the funds.

* @param spender address The address which will spend the funds.

* @return A uint256 specifying the amount of tokens still available for the spender.

*/

function allowance(address owner, address spender) public view returns (uint256) {
return _allowed[owner][spender];

/**

* @dev Transfer token for a specified address

* @param to The address to transfer to.

* @param value The amount to be transferred.

*/

function transfer(address to, uint256 value) public returns (bool) {
_transfer(msg.sender, to, value);

return true;

/**
* @dev Approve the passed address to spend the specified amount of tokens on behalf of msg.sender.
* Beware that changing an allowance with this method brings the risk that someone may use both the

old
* and the new allowance by unfortunate transaction ordering. One possible solution to mitigate this
* race condition is to first reduce the spender's allowance to 0 and set the desired value
afterwards:

* https://github.com/ethereum/EIPs/issues/20#issuecomment-263524729

* @param spender The address which will spend the funds.

* @param value The amount of tokens to be spent.

*/

function approve(address spender, uint256 value) public returns (bool) {
require(spender != address(0));

_allowed[msg.sender][spender] = value;
emit Approval(msg.sender, spender, value);

return true;




/**

* @dev Transfer token for a specified addresses

* @param from The address to transfer from.

* @param to The address to transfer to.

* @param value The amount to be transferred.

*/

function _transfer(address from, address to, uint256 value) internal {

require(to != address(0));
_balances[from] = _balances[from].sub(value);
_balances[to] = _balances[to].add(value);

emit Transfer(from, to, value);

* @dev Internal function that mints an amount of the token and assigns it to
* an account. This encapsulates the modification of balances such that the
* proper events are emitted.
* @param account The account that will receive the created tokens.
* @param value The amount that will be created.
*/
function _mint(address account, uint256 value) internal {
require(account != address(0));
_totalSupply = _totalSupply.add(value);
_balances[account] = _balances[account].add(value);
emit Transfer(address(0), account, value);

/**

* @dev Internal function that burns an amount of the token of a given

* account.

* @param account The account whose tokens will be burnt.

* @param value The amount that will be burnt.

*/

function _burn(address account, uint256 value) internal {
require(account != address(0));

_totalSupply = _totalSupply.sub(value);
_balances[account] = _balances[account].sub(value);
emit Transfer(account, address(0), value);

* @dev Internal function that burns an amount of the token of a given

* account, deducting from the sender's allowance for said account. Uses the

* internal burn function.

* Emits an Approval event (reflecting the reduced allowance).

* @param account The account whose tokens will be burnt.

* @param value The amount that will be burnt.

*/

function _burnFrom(address account, uint256 value) internal {
_allowed[account][msg.sender] = _allowed[account][msg.sender].sub(value);
_burn(account, value);
emit Approval(account, msg.sender, _allowed[account][msg.sender]);

}

}

contract ERC20Burnable is ERC20 {
/**

* @dev Burns a specific amount of tokens.

* @param value The amount of token to be burned.

*/

function burn(uint256 value) public {
_burn(msg.sender, value);




/**

* @dev Burns a specific amount of tokens from the target address and decrements allowance
* @param from address The address which you want to send tokens from

* @param value uint256 The amount of token to be burned

*/

function burnFrom(address from, uint256 value) public {

_burnFrom(from, value);

contract ERC20Pausable is ERC20, Pausable {
function transfer(address to, uint256 value) public whenNotPaused returns (bool) {

return super.transfer(to, value);

function transferFrom(address from, address to, uint256 value) public whenNotPaused returns (bool) {

return super.transferFrom(from, to, value);

function approve(address spender, uint256 value) public whenNotPaused returns (bool) {

return super.approve(spender, value);

function increaseAllowance(address spender, uint addedvValue) public whenNotPaused returns (bool
success) {
return super.increaseAllowance(spender, addedvalue);

function decreaseAllowance(address spender, uint subtractedvalue) public whenNotPaused returns (bool
success) {
return super.decreaseAllowance(spender, subtractedvValue);

}

contract ERC20Detailed is IERC20 {
string private _name;
string private _symbol;
uint8 private _decimals;

constructor (string memory name, string memory symbol, uint8 decimals) public {
_name = name;
_symbol = symbol;
_decimals = decimals;
}
/**
* @return the name of the token.
*/
function name() public view returns (string memory) {

return _name;

/**

* @return the symbol of the token.

*/

function symbol() public view returns (string memory) {

return _symbol;

/**

* @return the number of decimals of the token.
*/

function decimals() public view returns (uint8) {

return _decimals;




contract BASIC is ERC20Detailed, ERC20Pausable, ERC20Burnable {

struct LockInfo {
uint256 _releaseTime;
uint256 _amount;

address public implementation;

mapping (address => LockInfo[]) public timelockList;
mapping (address => bool) public frozenAccount;

event Freeze(address indexed holder);
event Unfreeze(address indexed holder);
event Lock(address indexed holder, uint256 value, uint256 releaseTime);

event Unlock(address indexed holder, uint256 value);

modifier notFrozen(address _holder) {
require(!frozenAccount[_holder]);

’

constructor() ERC20Detailed("BASIC Token", "BASIC", 18) public {

_mint(msg.sender, 10000000000 * (10 ** 18));

function balanceOf (address owner) public view returns (uint256) {

uint256 totalBalance = super.balanceOf (owner);
if( timelockList[owner].length >0 ){
for(uint i=0; i<timelockList[owner].length;i++){
totalBalance = totalBalance.add(timelockList[owner][i]._ amount);

return totalBalance;
}
function transfer(address to, uint256 value) public notFrozen(msg.sender) returns (bool) {
if (timelockList[msg.sender].length > 0 ) {
_autoUnlock(msg.sender);
}

return super.transfer(to, value);

function transferFrom(address from, address to, uint256 value) public notFrozen(from) returns (bool) {
if (timelockList[from].length > 0) {
_autoUnlock(msg.sender);

}

return super.transferFrom(from, to, value);

function freezeAccount(address holder) public onlyPauser returns (bool) {
require(!frozenAccount[holder]);
frozenAccount[holder] = true;
emit Freeze(holder);
return true;
}
function unfreezeAccount(address holder) public onlyPauser returns (bool) {
require(frozenAccount[holder]);
frozenAccount[holder] = false;
emit Unfreeze(holder);




function lock(address holder, uint256 value, uint256 releaseTime) public onlyPauser returns (bool)
require(_balances[holder] >= value, "There is not enough balances of holder.");
_lock(holder,value,releaseTime);

return true;

function transferWithLock(address holder, uint256 value, uint256 releaseTime) public onlyPauser
returns (bool) {
_transfer(msg.sender, holder, value);
_lock(holder,value,releaseTime);

return true;

function unlock(address holder, uint256 idx) public onlyPauser returns (bool) {
require( timelockList[holder].length > idx, "There is not lock info.");
_unlock(holder, idx);

return true;

/**

* @dev Upgrades the implementation address

* @param _newImplementation address of the new implementation

*/

function upgradeTo(address _newImplementation) public onlyOwner {
require(implementation != newImplementation);

_setImplementation(_newImplementation);

function _lock(address holder, uint256 value, uint256 releaseTime) internal returns(bool) {
_balances[holder] = _balances[holder].sub(value);
timelockList[holder].push( LockInfo(releaseTime, value) );

emit Lock(holder, value, releaseTime);

return true;

function _unlock(address holder, uint256 idx) internal returns(bool) {
LockInfo storage lockinfo = timelockList[holder][idx];
uint256 releaseAmount = lockinfo._amount;

delete timelockList[holder][idx];
timelockList[holder][idx] = timelockList[holder][timelockList[holder].length.sub(1l)];
timelockList[holder].length -=1;

emit Unlock(holder, releaseAmount);
_balances[holder] = _balances[holder].add(releaseAmount);

return true;
}
function _autoUnlock(address holder) internal returns(bool) {
for(uint256 idx =0; idx < timelockList[holder].length ; idx++ ) {
if (timelockList[holder][idx]._ releaseTime <= now) {
// If lockupinfo was deleted, loop restart at same position.
if( _unlock(holder, idx) ) {

idx -=1;

}

return true;

{




/**

* @dev Sets the address of the current implementation
* @param _newImp address of the new implementation

*/

function _setImplementation(address _newImp) internal {

implementation = _newImp;

/**
* @dev Fallback function allowing to perform a delegatecall
* to the given implementation. This function will return
* whatever the implementation call returns
*/
function () payable external {
address impl = implementation;
require(impl != address(0));
assembly {
let ptr := mload(0x40)
calldatacopy(ptr, 0, calldatasize)
let result := delegatecall(gas, impl, ptr, calldatasize, 0, 0)
let size := returndatasize

returndatacopy(ptr, 0, size)

switch result
case 0 { revert(ptr, size) }
default { return(ptr, size) }
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