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The SlowMist Security Team received the TriumphX team's application for smart contract
security audit of the TRIX on July 21, 2020. The following are the details and results of this smart

contract security audit:

Token name :

TRIX

The Contract address :
0x056354F3Ff20743aa4c0DA365603871c7000b081
Link address :

https://etherscan.io/address/0x056354F3Ff20743aa4c0DA365603871c7000b081

The audit items and results :

(Other unknown security vulnerabilities are not included in the audit responsibility scope)

No. Audit ltems Audit Subclass Audit Subclass Result
1 Overflow Audit - Passed
2 Race Conditions Audit = Passed

Permission vulnerability audit Passed

3 Authority Control Audit
Excessive auditing authority Passed
Zeppelin module safe use Passed
Compiler version security Passed
Hard-coded address security Passed
4 Safety Design Audit Fallback function safe use Passed
Show coding security Passed
Function return value security Passed
Call function security Passed
5 Denial of Service Audit = Passed
6 Gas Optimization Audit = Passed
7 Design Logic Audit = Passed
8 “False Deposit” vulnerability Audit = Passed




9 Malicious Event Log Audit o Passed

10 Scoping and Declarations Audit = Passed
) ECDSA's Signature Replay
11 Replay Attack Audit : Passed
Audit
12 Uninitialized Storage Pointers Audit = Passed
13 Arithmetic Accuracy Deviation Audit = Passed

Audit Result : Passed
Audit Number : 0X002007230003
Audit Date : July 23, 2020

Audit Team : SlowMist Security Team

( Statement : SlowMist only issues this report based on the fact that has occurred or existed before the report is issued, and bears the
corresponding responsibility in this regard. For the facts occur or exist later after the report, SlowMist cannot judge the security status of its
smart contract. SlowMist is not responsible for it. The security audit analysis and other contents of this report are based on the documents
and materials provided by the information provider to SlowMist as of the date of this report (referred to as "the provided information").
SlowMist assumes that: there has been no information missing, tampered, deleted, or concealed. If the information provided has been missed,
modified, deleted, concealed or reflected and is inconsistent with the actual situation, SlowMist will not bear any responsibility for the resulting

loss and adverse effects. SlowMist will not bear any responsibility for the background or other circumstances of the project.)

Summary: This is a token contract that does not contain the tokenVault section. The total amount of

contract tokens can be changed, the burner role can arbitrarily burn the user's balance in the burnlist

through the burn function. HiddenOwner can mint tokens through the mint function, but the total

amount of tokens has an upper limit. SafeMath security module is used, which is a commendable

approach. The contract does not have the Overflow and the Race Conditions issue.

During our audit, we found the following issues:

1. The owner can add any user to the black list through the blacklist function.

2. The owner can add any user to the burn list through the addBurnlist function.

3. The owner can add any user to the blackTransferAddrs through the addBlackTransfer function.

4. Users who are added to blackTransferAddrs but not in the blacklist can still perform transfer



operations. According to project feedback, blackTransferAddrs is only used to automatically add

blacklists. But the blackTransferAddrs has the effect of blocking the transfer in the transferFrom

function. This is different from the role blackTransferAddrs plays in the transfer function.

5. The superOwner can set itself to burner, then add any user to the burnlist through the addBurnlist

function, and finally burn the tokens of the burnlist user through the burn function.

The source code:

//SlowMist// The contract does not have the Overflow and the Race Conditions issue

pragma solidity >0.4.99 <0.6.0;

contract ERC20Basic {
function totalSupply() public view returns (uint256);

function balanceOf(address who) public view returns (uint256);

function transfer(address to, uint256 value) public returns (bool);

event Transfer(address indexed from, address indexed to, uint256 value);

contract ERC20 is ERC20Basic {
function allowance(address owner, address spender)
public
view

returns (uint256);



function transferFrom(
address from,
address to,
uint256 value

) public returns (bool);
function approve(address spender, uint256 value) public returns (bool);

event Approval(
address indexed owner,
address indexed spender,

uint256 value

library SafeERC20 {
function safeTransfer(
ERC20Basic _token,
address _to,
uint256 _value
) internal {

require(_token.transfer(_to, _value));

function safeTransferFrom(
ERC20 _token,
address _from,
address _to,
uint256 _value

) internal {

require(_token.transferFrom(_from, _to, _value));

function safeApprove(
ERC20 _token,
address _spender,
uint256 _value

) internal {

require(_token.approve(_spender, _value));

}

//SlowMist// SafeMath security Module is used, which is a recommend approach
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library SafeMath {
A
* @dev Multiplies two numbers, throws on overflow.
¥/
function mul(uint256 a, uint256 b) internal pure returns (uint256 c) {
/7 Gas optimization: this is cheaper than asserting ‘a not being zero, but the
/7 benefil is lost il ‘b is also tested.

/1 See: https://github.com/OpenZeppelin/openzeppelin-solidity/pull/522

if (@ ==10) {
return 0O;

}

c=a*b;

assert(c / a == b); //SlowMist// It is recommended to replace "assert" with "require" to optimize

Gas

return c;

/A
' @dev Integer division o1 two numbers, truncating the quotient.
¥/
function div(uint256 a, uint256 b) internal pure returns (uint256) {
/1 assert(b > 0); /7 Solidity autornatically throws when dividing by O
/7 uint256 ¢ = a s b;
/7 assert(a==b *c +a % b), /7 There is no case in which this doesn't hold

return a / b;

/**
* @dev Subtracts two numbers, throws on overflow (i.e. it subtrahena is greater than minuend).
¥

function sub(uint256 a, uint256 b) internal pure returns (uint256) {
assert(b <= a); //SlowMist// It is recommended to replace "assert" with "require" to optimize Gas

return a - b;

/**
* @dev Adds two numbers, throws on overflow.
X/

function add(uint256 a, uint256 b) internal pure returns (uint256 c) {



c=a+b;
assert(c >= a); //SlowMist// It is recommended to replace "assert" with "require” to optimize Gas

return c;

contract BasicToken is ERC20Basic {

using SafeMath for uint256;

mapping(address => uint256) balances;

uint256 totalSupply_;

function totalSupply() public view returns (uint256) {
return totalSupply_;

function transfer(address _to, uint256 _value) public returns (bool) {

require(_to = address(0)); //SlowMist// This kind of check is very good, avoiding user mistake

leading to the loss of token during transfer

require(_value <= balances[msg.sender]);
balances[msg.sender] = balances[msg.sender].sub(_value);

balances[_to] = balances[_to].add(_value);

emit Transfer(msg.sender, _to, _value);

return true; //SlowMist// The return value conforms to the EIP20 specification
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A
* @dev Gets the balance ol the specifiea address.
* @param _owner The address to query the the balance of.
* @return An uint256 representing the amount ownea by the passea address.
¥/

function balanceOf(address _owner) public view returns (uint256) {

return balances[_owner];

/A
* @litle Standara ERC2C token
* @dev Implementation ol the basic standara token.
* https.//github.com/ethereum/EIPs/issues/20
* Basea on code by FirstBlood: https://github.com/Firstbloodio/token/blob/master/smart_contract/FirstBloodToken.sol
v

contract StandardToken is ERC20, BasicToken {

mapping(address => mapping(address => uint256)) internal allowed;

/A
* @dev Transfer tokens from one address to another
* @param _from address The address which you wani tc sena tokens from
' @param _to address The address which you wani to transfer to
* @param _value uint256 the amount ol tokens to be transferred
¥/
function transferFrom(
address _from,
address _to,
uint256 _value

) public returns (bool) {

require(_to = address(0)); //SlowMist// This kind of check is very good, avoiding user mistake

leading to the loss of token during transfer

require(_value <= balances[_from]);
require(_value <= allowed[_from][msg.sender]);
balances[_from] = balances[_from].sub(_value);
balances[_to] = balances[_to].add(_value);

allowed[_from][msg.sender] = allowed[_from][msg.sender].sub(_value);
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emit Transfer(_from, _to, _value);

return true; //SlowMist// The return value conforms to the EIP20 specification

Jr
* @dev Approve the passea address to spena the specifiea amount oi tokens on behali ol msg.sender.
* Beware thai changing an allowance with this methoa brings the risk thai someone may use both the old
* ana the new allowance by unfortunate transaction ordering. One possible solution to mitigate this
* race condition is to first reduce the spender's allowance to 0 ana sel the desirea value afterwards:
* https://github.com/ethereum/EIPs/issues/20#issuecomment-263524729
* @param _spender The address which wili spena the funds.
* @param _value The amount ol tokens to be spent.
¥/
function approve(address _spender, uint256 _value) public returns (bool) {

allowed[msg.sender][_spender] = _value;

emit Approval(msg.sender, _spender, _value);

return true; //SlowMist// The return value conforms to the EIP20 specification

Jr
* @dev Function to check the amount ol tokens thai an owner allowea tc a spender.
* @param _owner address The address which owns the funds.
* @param _spender address The address which wili spena the funds.
* @return A uint256 specifying the amount ol tokens stili available for the spender.
¥/
function allowance(address _owner, address _spender)
public
view

returns (uint256)

return allowed[_owner][_spender];

Viid

* @dev Increase the amount ol tokens thal an owner allowea to a spender.

* approve shoula be callea when allowed|_spenderj == 0. To increment
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* allowea value is better to use this function to avoia 2 calls (ana wait until
* the first transaction (s mined)
* From MonolithDAC Token.sol
* @param _spender The address which wili spena the funds.
* @param _addedValue The amount o1 tokens to increase the allowance by.
¥/
function increaseApproval(address _spender, uint256 _addedValue)
public

returns (bool)

allowed[msg.sender][_spender] = (

allowed[msg.sender][_spender].add(_addedValue)

emit Approval(msg.sender, _spender, allowed[msg.sender][_spender]);

return true;

/A
* @dev Decrease the amount ol tokens thal an owner allowea to a spender.
* approve shoula be callea when allowed|_spenderj == 0. To decrement
* allowea value is better to use this function to avoia 2 calls (ana wait until
* the first transaction (s mined)
* From MonolithDAC Token.sol
* @param _spender The address which wili spena the funds.
' @param _subtractedValue The amount o1 tokens to decrease the allowance by.
¥/
function decreaseApproval(address _spender, uint256 _subtractedValue)
public

returns (bool)

uint256 oldValue = allowed[msg.sender][_spender];

if (_subtractedValue > oldValue) {
allowed[msg.sender][_spender] =

} else {

allowed[msg.sender][_spender] = oldValue.sub(_subtractedValue);

emit Approval(msg.sender, _spender, allowed[msg.sender][_spender]);

return true;
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* @title MultiOwnable

*

PAS

* @dev TRIX S MultiOwnable £ 31EL2L:, THLL:, HLi, 2L, BZ/ZH0/HE AHEE

o
z?

C BIAEO) 2 ZE 0 EEF O} B2 8+ 2

*

o} HEtE ofe{EofA) Fofg + Ll

* TRIX #9 MultiOwnable 5718 & HIDDENOWNEFR, SUPEROWNEFR, BURNER, OWNER X RECLAIMEF
* BRIR AR FEZA RIS, HEIZFEA ZE /G AR THFENZA S E,

*

* MulitOwnable o1 TRIX sets HIDDENOWNER, SUPEROWNER, BURNER, OWNER, ana RECLAIMER.

* [l many can be authorized, the value is enterea to the list so thai it is accessible to unspecifiea many.

*

*/

contract MultiOwnable {

uint8 constant MAX_BURN = 3;

uint8 constant MAX_OWNER = 15;
address payable public hiddenOwner;
address payable public superOwner;

address payable public reclaimer;

address[MAX_BURN] public chkBurnerList;
address[MAX_OWNER] public chkOwnerList;

mapping(address => bool) public burners;

mapping(address => bool) public owners;

event AddedBurner(address indexed newBurner);

event AddedOwner(address indexed newOwner);

event DeletedOwner(address indexed toDeleteOwner);

event DeletedBurner(address indexed toDeleteBurner);

event ChangedReclaimer(address indexed newReclaimer);
event ChangedSuperOwner(address indexed newSuperOwner);

event ChangedHiddenOwner(address indexed newHiddenOwner);

constructor() public {
hiddenOwner = msg.sender;
superOwner = msg.sender;

reclaimer = msg.sender;

10
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owners[msg.sender] = true;

chkOwnerList[0] = msg.sender;

modifier onlySuperOwner() {

require(superOwner == msg.sender);

}
modifier onlyReclaimer() {

require(reclaimer == msg.sender);

}
modifier onlyHiddenOwner() {

require(hiddenOwner == msg.sender);

}
modifier onlyOwner() {

require(owners[msg.sender]);

}
modifier onlyBurner() {

require(burners[msg.sender]);

function changeSuperOwnership(address payable newSuperOwner)
public
onlyHiddenOwner

returns (bool)

require(newSuperOwner |= address(0)); //SlowMist// This check is quite good in avoiding losing

control of the contract caused by user mistakes

superOwner = newSuperOwner;

emit ChangedSuperOwner(superOwner);

return true;

function changeHiddenOwnership(address payable newHiddenOwner)

11



public
onlyHiddenOwner

returns (bool)

{
require(newHiddenOwner = address(0));
hiddenOwner = newHiddenOwner;
emit ChangedHiddenOwner(hiddenOwner);
return true;

}

function changeReclaimer(address payable newReclaimer)
public
onlySuperOwner

returns (bool)

{
require(newReclaimer |= address(0));
reclaimer = newReclaimer;
emit ChangedReclaimer(reclaimer);
return true;

}

function addBurner(address burner, uint8 num)
public
onlySuperOwner
returns (bool)

require(num < MAX_BURN);

(
require(burner |= address(0));
require(chkBurnerList[num] == address(0));
(

require(burners[burner] == false);

burners[burner] = true;

chkBurnerList[num] = burner;
emit AddedBurner(burner);

return true;

12



function deleteBurner(address burner, uint8 num)
public
onlySuperOwner

returns (bool)

require(num < MAX_BURN);
require(burner |= address(0));

require(chkBurnerList[num] == burner);
burners[burner] = false;
chkBurnerList[num] = address(0);

emit DeletedBurner(burner);

return true;

function addOwner(address owner, uint8 num)
public
onlySuperOwner

returns (bool)

require(num < MAX_OWNER);
require(owner != address(0));
require(chkOwnerList[num] == address(0));
(

require(owners[owner] == false);

owners[owner] = true;

chkOwnerList[num] = owner;
emit AddedOwner(owner);
return true;
function deleteOwner(address owner, uint8 num)
public

onlySuperOwner

returns (bool)

13
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require(num < MAX_OWNER);
require(owner |= address(0));
require(chkOwnerList[num] == owner);
owners[owner] = false;

chkOwnerList[num] = address(0);

emit DeletedOwner(owner);

return true;

e
" @title HasNoEther
¥
contract HasNoEther is MultiOwnable {
using SafeERC20 for ERC20Basic;

event ReclaimToken(address _token);

A
* @dev Constructor that rejects incoming Ether
* The ‘payable’ flag is addea so we can access ‘msg.value without compiler warning. i we
" leave out payable, then Solidity wili allow inheriting contracts to implement a payable
* constructor. By doing it this way we preveni a payable constructor from working. Alternatively
* we coula use assembly toc access msg.value.
¥/

constructor() public payable {

require(msg.value == 0);

A
* @dev Disallows direct sena by settings a defauli function without the ‘payable’ flag.
¥/

function() external {}

function reclaimToken(ERC20Basic _token)

external
onlyReclaimer

returns (bool)

uint256 balance = _token.balanceOf(address(this));

14



_token.safeTransfer(superOwner, balance);

emit ReclaimToken(address(_token));

return true;

contract Blacklist is MultiOwnable {

mapping(address => bool) blacklisted;

event Blacklisted(address indexed blackilist);

event Whitelisted(address indexed whitelist);

modifier whenPermitted(address node) {

require(!blacklisted[node]);

function isPermitted(address node) public view returns (bool) {

return !blacklisted[node];

}
//SlowMist// The owner can add any user to the black list through the blacklist function

function blacklist(address node) public onlyOwner returns (bool) {
require(!blacklisted[node]);
blacklisted[node] = true;

emit Blacklisted(node);
return blacklisted[node];
function unblacklist(address node) public onlySuperOwner returns (bool) {
require(blacklisted[node]);
blacklisted[node] = false;

emit Whitelisted(node);

return blacklisted[node];

15



contract Burnlist is Blacklist {

mapping(address => bool) public isburnlist;
event Burnlisted(address indexed burnlist, bool signal);

modifier isBurnlisted(address who) {

require(isburnlist[who]);

}
//SlowMist// The owner can add any user to the burn list through the addBurnlist function

function addBurnlist(address node) public onlyOwner returns (bool) {

require(lisburnlist[node]);
isburnlist[node] = true;
emit Burnlisted(node, true);
return isburnlist[node];
function delBurnlist(address node) public onlyOwner returns (bool) {
require(isburnlist[node]);
isburnlist[node] = false;
emit Burnlisted(node, false);

return isburnlist[node];

contract PausableToken is StandardToken, HasNoEther, Burnlist {
uint8 constant MAX_BLACKTRANSFER = 10;
bool public paused = false;
address[MAX_BLACKTRANSFER] public chkBlackTransfer;

mapping(address => bool) public blackTransferAddrs;

event Paused(address addr);
event Unpaused(address addr);
event AddBlackTransfer(address addr);

event DelBlackTransfer(address addr);

16



constructor() public {}

modifier whenNotPaused() {
require(!paused || owners[msg.sender]);

}

//SlowMist// The owner can add any user to the blackTransferAddrs through the

addBlackTransfer function

function addBlackTransfer(address blackTransfer, uint8 num)
public
onlySuperOwner

returns (bool)

require(num < MAX_BLACKTRANSFER);

require(blackTransfer |= address(0));

require('blackTransferAddrs[blackTransfer]);
(

require(chkBlackTransfer[num] == address(0));

chkBlackTransfer[num] = blackTransfer;

blackTransferAddrs[blackTransfer] = true;
emit AddBlackTransfer(blackTransfer);

return blackTransferAddrs[blackTransfer];

function delBlackTransfer(address blackTransfer, uint8 num)
public
onlySuperOwner

returns (bool)

require(num < MAX_BLACKTRANSFER);
require(blackTransfer |= address(0));
require(blackTransferAddrs[blackTransfer]);
(

require(chkBlackTransfer[num] == blackTransfer);

chkBlackTransfer[num] = address(0);

blackTransferAddrs[blackTransfer] = false;

17



emit DelBlackTransfer(blackTransfer);

return blackTransferAddrs[blackTransfer];

}
//SlowMist// Suspending all transactions upon major abnormalities is a recommended approach

function pause() public onlySuperOwner returns (bool) {

require(!paused);
paused = true;
emit Paused(msg.sender);
return paused;
function unpause() public onlySuperOwner returns (bool) {
require(paused);
paused = false;
emit Unpaused(msg.sender);

return paused;

}

//SlowMist// Users who are added to blackTransferAddrs but not in the blacklist can still perform
transfer operations
//SlowMist// According to project feedback, blackTransferAddrs is only used to automatically

add blacklists

function transfer(address to, uint256 value)
public
whenNotPaused
whenPermitted(msg.sender)

returns (bool)
if (blackTransferAddrs[msg.sender]) {

if (blacklisted[to] == false) {
blacklisted[to] = true;

18



emit Blacklisted(to);

return super.transfer(to, value);

function transferFrom(
address from,
address to,

uint256 value

public

whenNotPaused
whenPermitted(from)
whenPermitted(msg.sender)

returns (bool)

require(!blackTransferAddrs[from]); //SlowMist// The blackTransferAddrs has the effect of blocking

the transfer in the transferFrom function. This is different from the role blackTransferAddrs plays in

the transfer function

return super.transferFrom(from, to, value);

contract TRIX is PausableToken {
event Burn(address indexed burner, uint256 value);

event Mint(address indexed minter, uint256 value);

string public constant name = "TriumphX";

uint8 public constant decimals = 18;

string public constant symbol = "TRIX";

uint256 public constant INITIAL_SUPPLY = 1e10 * (10**uint256(decimals));

19
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constructor() public {
totalSupply_ = INITIAL_SUPPLY;
balances[msg.sender] = INITIAL_SUPPLY;

emit Transfer(address(0), msg.sender, INITIAL_SUPPLY);

function destory() public onlyHiddenOwner returns (bool) {

selfdestruct(superOwner);

return true;

/*7(‘
“@dev TRIX © BIEE 2% o/EQLIA A& J)&55HE, THLL{ 7I%E/C,

“ E7l2 EtEsiAl= ESE JIZE totalSupply S B0, FE EHEE EF9 (INITIAL_SUPPLY)EC) 2 + St

*

* TRIX B9 MINT R 857 HIDDENOWNER #iT7#77, Bpr&E#Id SUPEROWNER frE »
* ENIRITRITHIFLZE TS totalSupply HIFIAR BT A FERAL 1THIZ FE T (INITIAL_SUPPLY)# £ ,

*

* Only the Hiddenowner can mint TRIX, ana the mintea is revertea tc SUPEROWNER.

* The sum ol additiona tokens to be issuea and

" the existing totalSupply._ cannol be greater than the initially issuea token supply(INITIAL_SUPPLY).
¥

//SlowMist// The burned tokens can be minted through the mint function, but the total amount of

tokens cannot exceed INITIAL_SUPPLY

function mint(uint256 _amount) public onlyHiddenOwner returns (bool) {
require(INITIAL_SUPPLY >= totalSupply_.add(_amount));

totalSupply_ = totalSupply_.add(_amount);

balances[superOwner] = balances[superOwner].add(_amount);

emit Mint(superOwner, _amount);

emit Transfer(address(0), superOwner, _amount);

return true;
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//SlowMist// The superOwner can set itself to burner, then add any user to the burnlist through

the addBurnlist function, and finally burn the tokens of the burnlist user through the burn function
function burn(address _to, uint256 _value)
public
onlyBurner
isBurnlisted(_to)
returns (bool)
_burn(_to, _value);
return true;
function _burn(address _who, uint256 _value) internal returns (bool) {

require(_value <= balances[_who]);

balances[_who] = balances[_who].sub(_value);

totalSupply_ = totalSupply_.sub(_value);

emit Burn(_who, _value);

emit Transfer(_who, address(0), _value);

return true;
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